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Stranger Threats:
Navigating the Upside Down of 
Higher Ed Cyber Threats
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GLOBAL THREAT LANDSCAPE

● Volume/Speed/Sophistication of 
Attacks

● Adversaries
● Top Current Threats
● Access Brokers
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Complexity:  Malware versus Malware-Free Attacks

https://www.crowdstrike.com/resources/reports/overwatch-threat-hunting-report/
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ADVERSARIES TRACKED BY CROWDSTRIKE

CRIMINAL
Cryptonym: Spider

Motive: Financial gain
Method: Fraud, data theft, extortion, etc.

HACKTIVIST / TERRORIST
Cryptonym: Jackal

Motive: Attention 
Method: disruption or disclosure

STATE-SPONSORED
Cryptonym: Panda, Bear, Kitten, Chollima…

Motive: Geopolitical or financial gain 
Method: disruption, espionage, or manipulation
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China-nexus adversaries significantly 
increased 2022 operational scale 

Exploits to gain initial access
China-Nexus Adversaries continued 
shifting toward exploitation of web-facing 
services

Increase in use of zero-day exploits
Enterprise software continued to be a 
high-priority target. Additional zero-day 
exploits include weaponized MSFT Office 
documents. 

China-nexus adversaries were observed targeting nearly all 39 global industry sectors and 20 
geographic regions CrowdStrike Intelligence tracks. 
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CrowdStrike 2023 Cloud Risk Report

increase in cloud 
exploitation

Cloud exploitation 
is on the rise

Adversaries sharpening 
cloud TTPs

Identity is a key 
cloud access point

COZY BEAR: 
uses malicious tools to modify cloud services

95%

increase in cases 
involving 

cloud-conscious 
adversaries

3x

SCATTERED SPIDER: 
deployed ransomware from a cloud staging env.

LABYRINTH CHOLLIMA: 
uses cloud resources to deliver documents with 
malicious macros

COSMIC WOLF: 
Targets victim data stored within cloud 
environments

Valid accounts are used to 
gain initial access in 43% of 

cloud-based intrusions

In 67% of cloud security 
instances. roles have elevated 

privileges beyond what was 
required
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A Growing Threat:  Insecure Configurations

Human error 
drives cloud 

risk

Of cloud security 
failures are the 

customer’s fault
 - Gartner

99%
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Access Broker Boom

Acceleration of demand  
Popularity of services increasing with 
more than 2,500 advertisements – a 112% 
increase from 2021

Buy a la carte or in bulk
Several brokers will sell in bulk as others 
will use a “one-access, one-auction” 
technique.

Access methods remain consistent
Abuse of compromised credentials obtained 
by information stealers or purchased in log 
shops on the dark web

80% of all breaches use compromised identities and 50% of organizations
 have experienced an Active Directory (AD) attack in the last two years.

2023 CrowdStrike, Inc. All rights reserved.



2022 CrowdStrike, Inc. All rights reserved.

ACADEMIC CREDENTIAL ADVERTISEMENTS - Q2 2023
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DARK WEB ADVERTISEMENT
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HIGHER ED SPECIFIC THREATS

● Why Higher Ed?
● Adversary Trends
● Denial of Service
● Ransomware & Data Extortion
● Third-Party Tools
● Potential future C2
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WHY HIGHER ED?
▪ Large user base
▪ Diverse end-points
▪ Powerful resources
▪ Intellectual property
▪ High-profile
▪ Federated IT/Cybersecurity models
▪ “Deep Pockets”
▪ Trusted access to other sectors:
▪ Government (Civilian and Defense)
▪ Manufacturing (Engineering, Chemical, Pharmaceutical, Telecom, 

etc.)
▪ Technology
▪ Healthcare
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Education Sector - Adversary Motivations

Nation State eCrime Hacktivist
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7 13 2
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EDUCATION SECTOR - NATION STATE TRENDS

CHINA DPRK (North Korea) IRANRUSSIA

1 4 2 0
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 POTENTIAL DISRUPTIVE IMPACTS TO HIGHER ED

TARGET: INSTRUCTIONAL 
TECHNOLOGY AND 
TEACHING TOOLS

TARGET: SAFETY SECURITY 
SYSTEMS, INCLUDING 

VIDEO AND DOOR ACCESS

TARGET: PROFESSOR AND 
STUDENT DATA AND PII

 TARGET: STUDENT 
LIFE/FOOD & DINING 

SYSTEMS

TARGET: ACADEMIC 
RECORDS AND GRADES

TARGET: INTELLECTUAL 
PROPERTY/RESEARCH 

INFORMATION
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CURRENT TREND: RANSOMWARE + DATA EXTORTION

Targeting domain 
controllers and 
valuable data

RECONNAISSANCE

Sensitive
 data moved to

adversary controlled 
storage

EXFILTRATION

Deployed 
enterprise-wide 

(endpoints, network 
drives, shares,  etc.)

RANSOMWARE

When ransom 
deadline expires, 
actor threatens 
to release data

EXTORTION

Refusal to 
pay ransom leads 

actor to fulfill their 
promise

CONSEQUENCES

Data extortion forces you to choose between the consequences
of data leaks or the consequences of ransomware.
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RECENT RANSOMWARE INCIDENTS

Possible cyber-security breach at five Louisiana schools, 
March 26, 2023 

 Ransomware Forces Shoreline Community College to Go 
Remote, March 27, 2023

 

Mount Saint Mary College Reports Data Breach Affecting 17,924 
Students and Employees, February 7, 2023
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REMOTE LEARNING IMPLICATIONS
ON HIGHER ED STUDENT DATA SECURITY

● Remote learning expanded data at 
rest/in transit exponentially.

● While dissipating, ongoing evolution 
of the pandemic variants poses 
threat to in-person learning.

● 3rd party productivity and 
collaboration tool use exploded. 

○ Zoom 
○ Dropbox 
○ Google Cloud 
○ Etc.
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THE WAY FORWARD

● CISA Recommendations
● CrowdStrike Recommendations
● 5 Steps to be Prepared
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Recent CISA Report on 
Strengthening K-12 Cybersecurity 
May Help Institutes of Higher Ed

High Ed Institutions may find the key 
findings & recommendations useful: 
● Develop Cyber IR plan leveraging the 

NIST CSF
● Build a relationship w/ CISA & FBI 

regional cybersecurity personnel
● Implement MFA
● Minimize the burden of security
● Training and awareness campaign
● Consider applying for cyber grants

https://www.nist.gov/cyberframework


▪ Join the MS-ISAC.
▪ Leverage free MS-ISAC services.*
▪ Engage in regional ISACs/ISAOs.
▪ Work with state organizations on 

the SLCGP.
▪ Participate in Whole-of-State 

strategies.
▪ Engage CrowdStrike RSM.

▪ Conduct a free AD Risk 
Assessment.

▪ Conduct a free Cloud Risk 
Assessment.

CrowdStrike 
Recommendations

*https://www.cisecurity.org/ms-isac/services 

https://www.cisecurity.org/ms-isac/services


Gain visibility into 
your security gaps1

Stop The Bleed: 
5 Steps To Be 
Prepared

2 Prioritize identity 
protection

3 Prioritize cloud 
protection

Know your 
adversary4
Practice makes 
perfect5
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