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Threat Landscape Overview

• Opportunistic/Low-Hanging Fruit
– Ransomware most impactful
– Phishing/Spear Phishing (credential harvesting attempts)
– Malspam (emails with malware laden attachments or links)
– Exploitation of exposed or vulnerable ports and services (Zero-day exploits)

• Nation-States or Supporting Groups
– Disruptive operations (e.g., DDoS)
– Destructive operations (e.g., Wipers)
– Supply chain compromises (e.g., SolarWinds)
– Information gathering
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Higher Education
Why Do Cyber Threat Actors Target Higher Ed?

• Large amount of Personal Identifiable Information (PII)
• Sensitive research/intellectual property
• Constant need for system availability
• High number of untrained users
• Use of legacy/outdated systems
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Threat Highlight
Vulnerabilities and Zero Day Exploits

• Zero Day exploits
– Vulnerability that was previously undisclosed
– Sometimes made public before a patch is available
– Attackers can leverage to better access systems undetected
– Examples include exploitations against Log4j, Microsoft Exchange, MOVEit

• Attackers are likely to leverage Zero Day exploits to access 
many organizations and avoid detection
– State-affiliated actors and ransomware groups exploit zero-days
– Trend is highly-likely to continue in 2024
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Threat Highlight
Generative AI

• Tools used to produce various types of content
– “Synthetic Media”
– Text
– Images/audio/video
– Code

• New ways to quickly learn from large datasets
– Large Language Models (LLMs)
– Exact data sources may not be known

• More details in the prompt = better content generation

Source: OpenAI

Source: Google Bard
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Threat Highlight
Generative AI - Phishing

• Platforms can generate professional-sounding content
• Cyber Threat Actors (CTAs) can leverage this

– Not as simple as “write a phishing email”
– Changing prompts results in content
– More details in the prompt = better content generation
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Threat Highlight
Generative AI – Phishing Example (Google Bard)
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Threat Highlight
Ransomware

• Malware that encrypts data, preventing legitimate access
– Attackers may steal data and threaten to leak it instead of encrypting 

systems
• Attacker will not release data until a payment is made

– No guarantee that if you pay you will receive the decryption key, or data will 
not be leaked

– Double extortion (encrypted and data stolen)
• Increasingly common to see ransoms of 7 figures (even for 

SLTTs)
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Threat Highlight
Ransomware

• Ransomware reporting increasing
– 74% increase in SLTT ransomware 

incidents reported to MS-ISAC from Q1-
Q2 2022 to Q1-Q2 2023

• Chainalysis midyear report
– Q1-Q2 2022: $280 million
– Q1-Q2 2023: $449 million
– Average ransom payment has increased

• Top variants reported to MS-ISAC 
in Q2: 
– Royal 
– LockBit 3.0
– Akira
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Threat Highlight
Data Exfiltration

• Data Theft
– Student and staff information (social security numbers, bank information, 

etc)
• Harvesting of PII, 

– Possible use in later campaigns
• Cyber Espionage

– Theft of intellectual property, research, etc.
• Motivations

– Financial
– Information disclosure
– Increase credibility within community
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Recommendations

• Apply patches as they become available
• Inventory management

– Hardware and software and version
– Private and confidential data

• Monitor system and network traffic for anomalies
• Defense-in-Depth

– CIS Security Controls
– Multi-Factor Authentication
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Recommendations

• #StopRansomware Guide
– https://www.cisa.gov/stopransomware/ransomware-guide
– Backups are critical
– Offline (separate from the network), frequent
– Attackers target backups stored on the network

• Centralized logging
– Out of band
– Attackers wipe logs anytime they can

• Review your incident response plan
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Thank You!

Timothy Davis

Sr. Elections CTI Analyst

518-279-5806

Timothy.Davis@cisecurity.org
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MS-ISAC 
Current Threats and Incident Response

Regional Engagement Manager, MS-ISAC
518-640-3655
Megan.Incerto@cisecurity.org

Megan Incerto Timothy Davis
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The MS-ISAC®

• Designated by the Cybersecurity & 
Infrastructure Security Agency (CISA) 
as a key resource for cyber threat 
prevention, protection, response and 
recovery for all U.S. State, Local, Tribal 
and Territorial (SLTT) governments.

• A division of the Center for Internet 
Security® (CIS®), a 501(c)(3) nonprofit.

Multi-State Information Sharing & Analysis Center®

https://learn.cisecurity.org/ms-isac-
registration
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Who We Serve: MS-ISAC
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NIST Incident Response Lifecycle
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https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
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MS-ISAC: Focused Visibility
Joint #StopRansomware Advisory and K12 Report
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https://www.cisa.gov/uscert/ncas/alerts/aa22-249a https://www.cisecurity.org/ms-isac/k-12
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CIS Controls v8
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• Implementation Groups (IG) 
to the CIS Controls:
 IG’s – are the recommended 

guidance to prioritize 
implementation of the CIS 
Controls.

 IGs are divided into three 
groups, based on the risk profile 
and resources an enterprise has 
available to them to implement 
the CIS Controls 
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Conduct a Cyber Assessment
What Does an Assessment Tell You?

• Identifies your current cybersecurity maturity
• Highlights areas to prioritize
• Assists with creating a 3-5 year roadmap
• Get started with a Foundational Assessment

– foundationalassessment@cisecurity.org

24

TLP:CLEAR



Confidential & Proprietary

Do You Have a Plan?
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CIS SecureSuite®

FreeSecureSuite@cisecurity.org 

https://www.cisecurity.org/cis-securesuite/member-webinars
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Detection and Analysis
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NIST Incident Response Lifecycle
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Network 
Monitoring 
Services

+
 Research and 

Analysis

2 4 x 7 x 3 6 5

Support Analysis & 
Monitoring

Reporting

Threats, 
Vulnerabilities

+
Attacks

Cyber Alerts & 
Advisories

Web Defacements

Account 
Compromises

Security Operations Center

To report an incident or     
request assistance:

Phone: 1-866-787-4722

Email: soc@cisecurity.org
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Malicious Domain Blocking and Reporting (MDBR)
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• 1

To request an account:    
mcap@cisecurity.org

Executables

DLLs

Documents

A web based service used to 
submit and analyze 
suspicious files

URLs

• Archives

TLP:CLEAR

Malicious Code Analysis Platform (MCAP)
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Containment and Eradication



Confidential & Proprietary

NIST Incident Response Lifecycle
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• Digital Forensics
• Log Review
• Device Triage
• Monitoring 
• Mitigation

Elements of 
Cyber Incident 
Response

• Scope of Impact
• Incident Timeline
• Root Cause
• Remediation 

Recommendations
• Lessons Learned
Goals of 
Cyber Incident 
Response

What is Cyber Incident Response?
SOC@cisecurity.org

TLP:CLEAR
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Cyber Incident Response Team (CIRT)
What to Report

TLP:CLEAR

Incident Response Checklist Tips
• Who experienced the incident
• What sort of incident occurred
• How and when the incident was initially detected
• What response actions have already been taken
• Who has been notified

To report an incident or     
request assistance: 

Phone: 1-866-787-4722
Email: soc@cisecurity.org
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Snapshot of a Cyber Incident
soc@cisecurity.org

What Happened?

July 2022, a MS-ISAC member 
was impacted by ransomware. 
They notified the MS-ISAC of 

the incident

MS-ISAC Response: 
SOC

MS-ISAC SOC triaged the 
initial incident, collecting 

details, offering 
recommendations, and 

connecting the member to 
the CIRT.

MS-ISAC Response: 
CIRT

CIRT analyzed data to understand 
threat actor actions and IOCs; 

provided scripts to the member to 
determine if identified IOCs were 
present; also provided guidance 
to assist with ongoing recovery 

efforts.

The Impact

The member said MS-ISAC 
response was instrumental 

in understanding the incident 
timeline, developing IOCs, 
and obtaining necessary 

guidance to help restore the 
network.
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Post Incident Activity
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NIST Incident Response Lifecycle
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Lessons Learned
Post Incident Checklist

TLP:CLEAR

• How well did the policy/plan work?

• What could have been done better?

• Who was missing from the contact list?

• What is needed to prepare better for next time?

• Root Cause Analysis
– Who, What, Where, Why, How the incident happened?
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• Today: Join an ISAC
– MS-ISAC: https://learn.cisecurity.org/ms-isac-registration

• Tomorrow: Establish an Incident Response (IR) and Data Backup plan
– CIS Control #17: https://learn.cisecurity.org/cis-controls-download 

Recommendations
What to do Today, Tomorrow and Beyond 

• Next Week: Obtain vulnerability scans and/or enroll in MDBR
– https://www.cisa.gov/cyber-hygiene-services 
– https://www.cisecurity.org/ms-isac/services/mdbr 

• Future: Review the CISA-MS-ISAC Joint Ransomware Guide
˗ https://www.cisa.gov/resources-tools/resources/stopransomware-guide

TLP:CLEAR

https://learn.cisecurity.org/ms-isac-registration
https://learn.cisecurity.org/cis-controls-download
https://www.cisa.gov/cyber-hygiene-services
https://www.cisecurity.org/ms-isac/services/mdbr
https://www.cisa.gov/resources-tools/resources/stopransomware-guide
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Thank You!

Megan Incerto
Regional Engagement Manager, MS-ISAC 

Megan.Incerto@cisecurity.org | 518-640-3655 
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