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Trust is key to security

Why should you trust me?

The (ISC)? Board of Directors hereby awards

28+ years managing and supporting Dsiitel.). Blezaig
networked computing systems

Certified Information Systems Security Professional

.
I 8 e a rS te a C h I n I I 6 09 - N etWO r k having met all of the certification requirements, which include the professional experience prerequisite,
adoption of the (ISC)’ Code of Ethics, and successful performance on the required competency
amination, subject to recertification every three years, this individual is entitled to all of the

and System Administrator for the g ke @ m ™ aa T
. A calilen
UNH CS department e .
CISSP"

@ Jun 1, 2019 - May 31, 2022
Certified Information System —Lach T SOEETION

Security Professional (CISSP) from
ISC2 - since February 2019

Certified Since: 2019

Granite State College

UNIVERSITY SYSTEM OF NEW HAMPSHIRE

. — University of
NG R plymouth State @ New Hampshire

“UNIVERSITY



University System

of New Hampshire

Assess your Assets

* Financial

* Loss of photos or other data
* Loss of intellectual property

 Time and annoyance

* Reputational

* Ability to use your computer

= , . University of
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/The first part of defining a plan for\

security is knowing what you are
protecting.

to a threat
Risk = Threats x Vulnerabilities

<

Assets — things you want to protect
Threats — what can damage your asset
Vulnerabilities — exposures you have
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The World’s Safest Computer

You cannot eliminate all risk.
| You work to reduce risk to
' an acceptable level.

CREATED 3Y VECTORPORTAL.COM

Image: Science Museum Group Collection
https://collection.sciencemuseumgroup.org.uk
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Threat #1 — Social Engineering
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Mr. Robot episode 1.0 - hellofriend.mov




Social Engineering — Risk Reduction N e

Email, text message, or phone calls can all be scams
e Don’t trust — Verify!!!

Contact the company or person in question via another channel
* Go to the company’s website directly not via the link you were sent
e Call the number you already know for your bank or credit card company
* Check if your friend really did mean to send you that attachment

Don’t give out your passwords EVER

Don’t give out by phone or email or anything other means a verification code
that’s texted to you other than in the normal login process

And no one will ever really want you to go buy a bunch of Amazon gift cards
and then send them the numbers because they are sick/broken down on the
highway/stuck in a foreign country

University of
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A brief diversion about Passwords
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Passwords are a terrible idea that’s a necessity N e

Simple passwords are easy to guess
or brute force

’ CONTROL, WE HAVE FLOWN HEY LOOK, SOMEDNE LEAKED THE
* So don’t use them 1O THE. USA AND BREACHED EMAILS AND PASS\JORDS FROM THE
0 MASH MOUTH MESSAGE. BOARDS.
Complex passwords are hard to THE TARGET' HOUSE SMASH T °
A THEY UROTE ALL THEIR CO0L, LET'S TRY
rememoer PASSORDS IN A BOOK THEM ALL ON VENMO,
LABELED "PASSLIORDS’!

e But don’t write them down!
THE FOOL!

Any password can be told to
someone else who then effectively

becomes you
* Don’t do that
Reusing passwords increases risk of

i HOW PEOPLE THINK HOW IT ACTUALLY WORKS
exposure and multiple breaches HACKING LIORKS
* Use unique passwords https://xkcd.com/2176/
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So, what to do then about Passwords?

University System

Pass Phrases
e See xkcd

Maintain unique passwords
especially for sensitive services like
banking

Use a password manager tool
* Dashpass, Lastpass, 1Password, et al.

Use Multi-Factor Authentication

* MFA combines something you have or
something you are with something
you know

Move to Passkeys (FIDO)

Gramte State College Keene PlWh State

University of
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THROUGH 20 YEARS Of EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PRSSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.

https://xkcd.com/936/
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Threat #2 - Malware
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Prevention >>> C
001000010010100001010010000100101000010100100007001010000707100710000
00101010101101000101001010101011010001010010101010110

D100101010101101000101

00010001010001010011000100010100010100110001000101000101001100010001010001

001 01001010011010100001010010100110101000010100101001101010000101001010011
01nn1101001000000101010011010010000001010

100100000010101001101001000000101 00000010101001 101001 000010100
1010010010010015 01 01

100300 10901100100 1001001001071 +010110010010010101010101100

91001110101010000100010011

101010101011001001001010101"‘
{ 1
011101010100001 »010011101010100001\ 0100100101000100101001001
00100001001010

0010
° [)()r1’t t . 1000010 '
0010010100100100101000100 \ :
rust attachmentsor links to some 00150001a01010000; e,
Do 001010

random website
* Use the security features of your OS 1001000000 9000101001001081

001 2001

Hygiene
» Keep your OS and applications up to date
* Don’tinstall and run things you don’t need

* Limit what your kids can do

Cleanup
* Malwarebytes

Granite State Colle — Universi
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Threat #2a - Ransomware
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Ransomware is really special malware... N e

Instead of malware just
spreading or crashing things,
ransomware will take your files
and encrypt them.

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Payment will be raised on

=i Can | Recover My Files?
51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>,

y But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

You must pay to get the
We will have free events for users who are so poor that they couldn’t pay in 6 months.

encryption key to get the files rourties it loston | NI
back.

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PAIT S eis W e Dose e Tl B s

Send $300 worth of bitcoin to this address:

1209YDPgwueZ9NyMgw519p7AABisjr6 SMw

bitcoin

Maybe. . R
Contact Us m
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Prevention >>> C
001000010010100001010010000100101000010100100007001010000707100710000

D100101 01010110100010100101010101101000101001010101011010001010010101010110

0001000101000101001100010001010001 0100110001000101000101001100010001010001
0010100101001 1010100001010010100110101000010100101001101010000101001010011
1001 0000001010100110100100000010101001101001000000101010011010010000001010

71001001010001010010010010010100
10110010010010101010101100

ers 100100100101000101001001081201" 0 L
1010101010110010010010101 1 1 1.1
¢ Don’t trUSt at I 10000100010011101010100001’ ,010011101010100007 01001110101010000100010011
{ 100101000100101001001
. tachments or links to some 0030010100180100101000180 e
random website 1001 010110488 | D1 2007001100010001010001
[ ) .
Use the security features of your OS 0010100100 0010 001000
01001
10010010010138?1 0101010}

a001

Hygiene
* Keep your OS and applications up to date
* Don’t install and run things you don’t need
e Limit what your kids can do

Backup
* Backup your files
» Keep your backup isolated
* Test the restoration of your backup

Granite State Colle — Universi
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Threat #3 — Wireless at Home
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This is your house=on Wi=Fi of New Hampshire

V
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Two Home Wireless Threats

Unauthorized use Eavesdropping
* Your neighbor surfing the net * Your neighbor intercepting your
while you pay for the Internet passwords, credit card numbers,
service etc as you do your normal
business

And this doesn’t have to be your “neighbor” as good antennas
can pickup Wi-Fi 1 KM or more away

G ite S C — University of
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Google search for “default wifi router password”

eee M- < ) @ 192-168-1-1ip.mobi ¢ M +

Status v myUNH TD Box OneDrive KB Clusters v OS X Management v Weather v News v Local NH v  Birding v >»

Default Router Username and Password List

Choose your router from the list below in order to see its default username and password. If you don't know your router's
IP address you can check it here

[ 2WIRE e]

Here are some popular router's credential information.

Router Brand Login IP Username Password
3Com http://192.168.1.1 admin admin
Belkin http://192.168.2.1 admin admin
BenQ http://192.168.1.1 admin admin
D-Link http://192.168.0.1 admin admin
Digicom http://192.168.1.254 admin michelangelo
Digicom http://192.168.1.254 user password
Linksys http://192.168.1.1 admin admin
Netgear http://192.168.0.1 admin password
Sitecom http://192.168.0.1 sitecom admin
Thomson http://192.168.1.254 user user
11 Rnhntics http://192.168.1.1 admin admin

Display a menu
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Wi-Fi at Home — Risk Reduction N e

Encryption
* Prevents both unauthorized use and eavesdropping
 WEP is outdated and fundamentally flawed - Don’t use it
 WPA3 is the latest and greatest, but use at least WPA2

Change the default password

* Prevents both unauthorized use and eavesdropping

* This is not necessarily about the password to join your network, but the
password to manage the admin interface for the router!!

Bonus: Guest network

* An unsecure guest network lets your friends use your network easily without
having to give them the password to get to the secure stuff

e But, it also allows anyone to use the guest network

- . — University of
Granite State College WASIIH plymounth State New Hampshire 20
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Threat #4 — Wireless not at Home
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Isn’t it great that you can get on Wi-Fi so many places????

Maybe not

« Communications on open wireless
networks can be intercepted by
anyone else in the space or the
person running the network

e Even if the network requires logins
and the Wi-Fi is encrypted, that
ends at the base station

- . — University of
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WPA Encryption is HERE

\\\ Router decrypts .

Everything here is possibly in the
clear and trivial to intercept

Granite State College
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Wi-Fi not at Home — Risk Reduction
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Encryption
* Bring your own in the form of a VPN
* Make sure the website or other service is encrypted
e Look for HTTPS or the lock icon in your web browser

* SSH not Telnet

 SFTP not FTP
* Modern authentication for email services

Use your own mobile service
* 5G cellular networking services are encrypted
* Older standards are also encrypted, but not as strongly

. — University of
Keene Plvmouth State @ New Hampshire
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A brief diversion about VPNSs
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VPN - Topological Diagram
‘=Firewa|l ©=VPN

Secure DMZ
Tunnel
Authentication :I_
Request :'—H

Limited
filtering

e public traffic xyz.edu

== Tunneled traffic

Router




VPN - Topological Diagram
‘=Firewa|l ©=VPN

Router

Secure
Tunnel

Limited
filtering

e public traffic xyz.edu

== Tunneled traffic




VPN - Topological Diagram
netflix.com ‘ = Firewall C) = VPN

Thinks it came from xyz.edu

Router

Secure
Tunnel

Communications

re-originated from

Private Network :I_H
Limited
filtering

== Public traffic
= Tunneled traffic XyZ.EdU
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Threat #5 — Zombot Apocalypse

. University of
Granite State College NG B plymouth State @ New Harmpshire 29

UNIVERSITY SYSTEM OF NEW HAMPSHIRE “UNIVERSITY



University System
of New Hampshire

@ SPAMHAUS LIVE BOTNET THREATS WORLDWIDE Choke botnets and automatically prevent

TECHNOLOGY ' users from accessing malware dropper and
The IP address locations of servers used to phishing sites with DNS Firewall Threat

control computers infected with malware Feeds.

20:28:33 @ Locations with the most intense bot activity

Command & Control botnet servers
Oct 24, 2022

©
A

Number of active bots in the last 24 hrs Spamhaus researchers work constantly to update TOP 10 WORST BOTNET COUNTRIES A TOP 10 WORST BOTNET ISPS A
threat intelligence on your behalf.

262,455 I"l“l“ll“llll““lll Xbout Spamhaus ) NGRS 854168 amazon.com 424328

2 India 415745 airtelin 233774

i Last 24 hrs hourly activit
Display a menu y Y . . arica Ranar. Data from the Spamhaus Project
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https://www.spamhaus.com/threat-map/
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If your computer becomes a bot, your computer is not your own

Bad for you Bad for the rest of the world
* Your computer will be functioning * Your computer could take partin
poorly distributed attacks (DDOS) on
* |t’s running up your electricity bill other targets
* You could get blamed for the * Your computer could transmit
actions of the attacker malware to other computers

And botnets can be made up from Internet of Things (loT)
devices, too — cameras, routers, storage devices, et al.
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Botnet — Risk Reduction N e

Updates
* Update your operating system
e Update your applications
e Update your loT devices

Change default passwords
Don’t install untrusted software or visit untrusted websites

Any of this sounding familiar???
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Cybersecurity Awareness Month University System
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Congratulations!

You are now more aware of some cybersecurity concerns that you were
an hour ago.

And hopefully you might change a behavior or two to reduce your risk

to make yourself safer and also help make USNH and the rest of the
world a bit safer.

CYBERSECURITY
AWARENESS
MONTH
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