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KSC GAL
PoLicY MAPPING

Note: this information is identical to the same information provided for this Policy in the KSC
IT Policy High Level Mapping Document.

MAPPING TO CURRENT POLICIES

The provisions in the existing KSC GAL Policy will be replaced by the following USNH Policies and
Enterprise Technology & Services Standards. A detailed mapping is provided below.

e USNH Cybersecurity Policy
e USNH Password Policy
e Email Security and Use Standard

GAL PoLicy

https://www.keene.edu/administration/policy/detail/gal-policy/

Annotations below indicate how each of the provisions in these policies are addressed by the new USNH
Policies and/or the relevant ET&S Cybersecurity Standards.

o Italics = existing Policy language
o NP = USNH Policy
o ST= ET&S Cybersecurity Standard
o Removed - provisions that are not being carried forward at this time
o Note — Additional recommendation
OVERVIEW

The Global Address List, or GAL, reaches every faculty and staff member at Keene State College, and does
not offer an opt-out option. The list is to be used only for sharing information that is relevant and
important to the entire recipient list. The uses include:

e Communications from the Keene State President and University System of New Hampshire Board
of Trustees.

e (Crisis/urgent announcements: natural disaster alerts, mechanical failures, weather closures or
delays, crime alerts, health alerts, server maintenance, and computer virus alerts.

e Major policy and procedural changes that must be communicated quickly.

e Major news events such as naming of a new Keene State College president or vice president.
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e Financial and administrative deadlines, e.q., budget, personnel or purchasing deadlines.

e Registration information and academic deadlines.

e logistics announcements: construction closures; traffic routing; environmental alert notices; and
security announcements.

Authority to post messages to the GAL list is limited to select individuals in President’s Office, President’s
Cabinet, Campus Safety, IT, Human Resources, Physical Plant, Financial Services, Health Services, and
Marketing and Communications to share information related to the above subjects. If a faculty or staff
member has interest in sending a message that falls outside the list of topics above, the individual must
contact their Principal Administrator for approval prior to sending the message. Keene State College
administration reserves the right to deny posts.

o ST =Email Security and Use Standard, Mass Email Communications Section
o Note - This information might be beneficial to move to a KSC Marketing &
Communications Policy that defines how mass email communication tools at KSC can be
used and by whom
No individual may use Keene State sub-email lists to send information to the full campus community.
Misuse of the GAL or other sub-lists is a personnel matter, which will result in consequences as
determined by the supervisor.

o ST = Email Security and Use Standard, USNH Distribution Lists Section

Keene State College has a separate “Events” email list, which can be accessed by anyone on campus to
share Keene State event-related information to faculty and staff. Recipients of this email can opt out if
they wish to do so. This list is to be used only to publicize events. Guidelines for using this list are below:

e Only events sponsored by officially recognized Keene State organizations may be publicized
through broadcast e-mail.

o Use smaller lists for events of more limited interest.

e Fvents are to be publicized with no more than one broadcast e-mail message.

o All “Events” messages should include a subject line that explains the purpose of the message,
e.g., “Campus Event: Poetry Reading Oct. 15”

e Messages should include sender’s name and affiliation with Keene State.

o Messages should be brief, 50 words or fewer, when possible.

e Notice of deaths through “Events” list is restricted to Human Resources only. With the permission
of the employee, HR will release the information using the “Events” list.

o ST = Email Security and Use Standard, Mass Email Communications Section

o Note - This information might be beneficial to move to a KSC Marketing &
Communications Policy that defines how mass email communication tools at KSC can be
used and by whom
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UNACCEPTABLE USE

Unacceptable use of the email system puts both the offending individual and the college at risk.
Unacceptable use of the email system includes, but is not limited to:

e Use of email to support any commercial advertising or for-profit activity.

e Use of email to initiate or forward chain letters.

e Violations of copyright laws (unlawful distribution of copyrighted printed material, audio
recordings, video recordings, or computer software).

e A user sharing his or her password information with another person. A user should contact the
HelpDesk for a new password if there is reason to believe that the password is known by other
persons.

e Attempts to guess or break another user’s password.

e Use of a false email address (“spoofing”).

e Use of email to threaten or harass others.

e Spamming - sending unsolicited material and/or material not related to the College’s mission to
a large number of individuals and/or groups.

e The willful introduction of computer viruses or other disruptive/destructive programs into the
KSC network.

o NP =USNH Acceptable Use Policy, 4.4
o ST= Email Security and Use Standard, Prohibited Use of Email Services

SECURITY

e |tis the responsibility of the individual to work with the college when it comes to security of the
campus network.

e One level of security individuals can establish is to create passwords that are complex and
difficult to break.

e There are many techniques and best practices available for creating passwords that provide a
high level of security and should be used by everyone.

o NP =USNH Password Policy, 8.2.2

ABOUT THIS PoLIcY

Approved by the president and Cabinet, June 2012

GAL Policy

Ownership: Information Technology, Kim Pare

Last Modified: Oct 30, 2017 — webmaster, on behalf of Kim Pare

Categories:
For questions regarding this policy, please contact the policy owner.
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e NP = Document History Section provided in each ET&S Policy and Standard
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